OEJAEPAJIBHASA CJIYXKBA 110 HAA30PY B COEPE 3AIIIUTHI ITPAB
MNOTPEBUTEJIEN U BJATONOJIYUNS UEJIOBEKA
MO YEYEHCKOM PECITYBJIMKE
Yupasisenne Pocnorpedonaaszopa no Yeuenckoi PecrmyOiiuke

IIporokoJ coBemanus

«Pa3bsiCHeHHS 110 peaju3alMy MepPONIPUATHIA BO HCIIOJTHEHHE YKa3a
IIpe3unenta Poccuiickoit @enepanmu ot 01.05.2022 Ne250 «O
JAOMOJHHUTEJIbHBIX Mepax Mo odecrneyeHn0 MHGOPMALMOHHOI 0€301IACHOCTH
Poccuiickoit @enepanum ».

15.06.2023r. r. 'po3HbIii

IIpenceaarens: P.M. TepmynaeBa — pyKOBOJIUTEND Y IPABJICHUS
Pocnotpebnanzopa no YeueHckoit Pecriybnuke (nanee Ynpasnenue), [ maBHbII
roCyapCTBEHHBIA CaHUTAPHBIN Bpay no YeueHckoii PecyOnuke.
IIpucyTCTBOBAJINM: HAYAILHUKH OTJIEJIOB U TEPPUTOPUATIBHBIX OT/ICJIOB
VYnpaBieHus, OTBETCTBEHHbBIE JTUIA Y IPABJICHHS 10 00ECTIEUEHUIO
MH(OPMAITMOHHOW O€301TaCHOCTH.

BhICTYNWIN: HayaJbHUK OT/I€JIa OPraHU3alui U 00ECTICUCHUS

JESITEIbHOCTH U COUAIBHO-TUTHEHNYECKOT0 MoHUTOpuHra /lamaesa JI.C.

C 01.05.2022 Bcrynun B crity Yka3 [Ipesunenra Poccuiickoit @enepanuu ot
Ne250 «O monomHUTEIBHBIX MEpax Mo o0ecrneyeHnto nHHOPMAITMOHHON
oe3omnacHoctn Poccuiickoit denepanymy.

Ha noBecTke qHAA: pa3bsiCHEHNE OCHOBHBIX BOMPOCOB IO MHPOPMAIITUOHHOM
6e3omnacHocTH B Ynpasienuu PocriorpebHaazopa no Yeuenckoi PecmyOmmke
(manee Ynpasienue), 00pabOTKHU U 3alTUThl KOHPHUACHIIMAIBHON HH(DOpMAIUH, B
TOM YHUCJIE U IEPCOHAIBHBIX TAHHBIX. 3HAKOMCTBO C HOPMAaTUBHO —METOIMYECKOMN
0a30i1 B 001aCTH 3alIUThl IEPCOHAJIBHBIX JAHHBIX U C BOIIPOCAMH OpPTraHU3aluu
KOH(UIEHIIUAIBHOTO JICJIONPOU3BOJICTBA, Y3HAIOT O CIIOCO0AaX U CPEJICTBAX €ro
3aIIUTHI.

1. OcHOBHbBIE NOHATHS, TEPMHMHBbI M OIpeaejJeHUs] B 00JIaCTH 3alUTHI
uHpopmauuu. OCHOBHble HANpPABJIEHUS W COCTABHbIE YACTH CHCTEMbI
3a1UTHI UHPOPMALIUU.

2. 3akoHomarTesbHasi W HOPMATHBHasi 0a3a MPaBOBOI0 peryJiMpoOBAHUS
3aIUTHI HHOPMALIUH.

3. Meponpuatus no 3amure uHpopmauuu. IIporuBoneiicTBue

NPOMBILIJICHHOMY IINHOHAXKY.
Hcrounnku yrpo3sl uHpopmaruu. 3ammra wuWHGOpPMANMH OT YTEYKHA TI0
TEXHUYECKUM KaHaJlaM: TEXHUYECKUE cpeacraa 3aIIUTHI.

YenoBeueckuil (akTop: paboTa Mo NpeaynpekICHUIO yTEYKH HHGOpMAaIUU IO
3TOMY KaHaly.



4. MeTtoabt U cpeacTsa 3alUThI KOMIIBIOTEPHBbIX CHUCTEM.
Bo3mokHble  cOCOOBI  yTE€pH, HUCKaXKEHHUS, W3MEHEHUs  KOMIIbIOTEPHOMN
uH(pOpMaIUU WK MOJTYy4YeHUs K Hell HECaHKIIMOHWPOBAHHOTO JOCTYIA; BUPYCHAs
yrpo3a KOMIIBIOTEPHOU uHpopMaIuu.
3amura uHbopMalK Mpu padote B ceTu Internet: MexceTeBOe SKpaHUPOBAHUE;
OCHOBBI Kpunrorpadguueckoir 3amuTsel uH(OpMmanuu; creraHorpapus. VPN
(BUpTyasibHasl YACTHASI CETh): MPEUMYIIECTBA OPraHU3allii BUPTYaTbHbBIX YaCTHBIX
ceTen Ha OCHOBE Internet.
[IpakTrueckne TpUMEpPbl MPUMEHEHUS KPUNTOTpadUYECKUX METOJIOB 3aIlUThI
uHbOpMaIUu.

S. Aymur uH(}OpMAUMOHHOM O0€30MACHOCTH U Pa3padoTKa MOJUTHKHU
HH(POPMALTMOHHOM 0e30macHOCTH B KOMIIaHMH.
AHanu3 BHyTPEHHUX U BHEITHUX YIpo3 HHPOPMALIMOHHON O€30MaCHOCTH CITYKOBI.
Mertonuka  pa3pabOTKM  TMOJUTUKU MHGOPMAIIMOHHOM  0€30MacHOCTH B
YnpasineHuu.

MexayHapoHble M POCCHUUCKHE CTaHAApThl O€30MacCHOCTH HWH()OPMAIMOHHBIX
cucteM (ISO 17799, TOCT P UICO/M3BK 17799-2005).

6. Opranm3zanust padorbl Cayx0bl nHpopmanuonHoii 6e3onacuoctu (CUB)
NpeanpusiTusa: npakrudeckuid onbIT. [Ipouenypa co3manuss CHUBb  Ha
npeanpusatud. Paznenenne ¢pynkunii mexny CHUb u IT-nogpasaenennem. Mecto
CUD B cTpykrype npeanpustua. Opranuzamnus B3auMoAenucTBua ¢ PykoBoicTBoM
Y PYKOBOAUTENSAMHU CTPYKTYpHBIX [T-ntogpaznenenuii Y npapieHus.

7. KommMmepueckast TaiiHa. [lonarue "KOMMeEpYECKON TalHbI" B
NpEeANPUHUMATEIIBCKON IeATEIbHOCTH. 3aKOHOAATEIHCTBO PD B 001acTH 3aIUThI
KOMMEpUYECKON TalHbl. Metonuka cocraBieHus [lepeuns cBeaeHuii, coaeprammx
KOMMEPUYECKYIO TaiHy. Buytpennue HOPMAaTUBHbIC JIOKYMEHTBHI,
pErIaMeHTUPYIOIINE JIEITEIbHOCTh KOMIIAHUU B 00JIACTH 3aIllIUTHI KOMMEPUYECKON
TANHBI.

8. Opranuszauus 3a1UMThI MEePCOHAJBbHBIX AAHHBbIX.
MexayHapolHOE M POCCHMCKOE 3aKOHOAATEIhLCTBO B 00JacTH 0OpabOTKH
MEPCOHANBHBIX JIAHHBIX; OOIIHE BOMPOCHI HX 00pa0OTKM U 0OECTIeUeHUs 3aUTHI B
VYrupaBnenuu, mOpsAoK TmpoBeaeHus pabor. CorjmacoBaHHE JTOKYMEHTOB C
pEryJIsITOpaMH.

O030p OCHOBHBIX MEPOMPUSATUM U MPOTPAMMHO-ANMNAPATHBIX CPEJICTB 3aIIUTHI
uHpopMaIK, MPUMEHSEMBIX MPU CO3JAHUU CHUCTEMBI 3alUTHl MEPCOHATBHBIX
JTAHHBIX.

9. KounduaenunaabHoe JAeJIONPOU3BO/ICTBO YupasJieHus.
[IpyHIMIBI  TIOCTPOCHUS KOH(PUIACHIIUAIBLHOTO JIEJIONPOU3BOJICTBA  CIIYXKOBI,
CO3/JaHHE€ HOPMATHBHBIX JOKYMEHTOB JIJIsi 0OecrieueHus ero (pyHKIMOHUPOBAHMUS.
[Topsimok ero B3aUMOJEUCTBUS C OTKPBITHIM Jeionpou3BoAcTBOM. Ciyx0a
KOH(HICHIIMATLHOTO  JIEJIONPON3BOJICTBA YTIPABJICHHS, €€ OpraHu3aIlMOHHbBIC
GbopMBbI, IITATHBIA COCTAaB W YHCICHHOCTh paboTHHKOB. KoHumaeHIMaIbHbBIN
JIOKyMEHTOOOOPOT W KOH(PHUACHIMAIbHOE HWH(POPMAIMOHHOE XPAHUIIUIIE Kak
COCTaBHBIE  YaCTH  CHUCTEMBbl  KOH(MUIEHIIMATHLHOTO  JEJIONPOU3BOICTBA.
[Topsimok co3manust JOKyMEHTOB. ['pudbl KOHMUIESHIIMATHLHOCTH: TOPSIOK
MIPUCBOCHMUS u CHSATHS, CpPOKH JEeUCTBUSL.



OnekTpoHHass 1udpoBas TMOANMKUChL Kak 0a30BBIH MeXaHU3M oOecredeHus
IOPUIMYECKOM CUJIBI IOKYMEHTA IIPH 3JIEKTPOHHOM JIOKYMEHTO000POTE.

10. CucreMsbl 3aIIUTHI KOH(pUIEHINAJIHBHOT0 AeJIONPOU3BOACTBA
Yunpasisenusi. OCHOBHBIE HAMNpaBJICHUS U TEXHUYECKHUE CPEACTBA 3allUThI
MaTepUaJIbHBIX U JIEKTPOHHBIX KOH(PHUICHIIMAIBHBIX JOKYMEHTOB.

Y4acTHUKH ceMuHapa o0ecreueHsbl UH(POPMAIMOHHO-CIIPABOYHBIMH
MaTepHaJaMu 10 TEMaTUKE CEMUHApA.

Cekpetapb Xamxuena 3.X.






